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NSNSITALUUANLAS WU 3DES, RC5, RC6, AES LTudu

'
1 =

o noyuag Beldlunisiinsrianuueauung (Asymmetric Key
Encryption or Public Key Cryptography) Usznauline
neyta @3usa (Private Key) wagnaguadnsisag (Public
Key) 19879984 8an03ANdIMTUNISIU1TWaLUUDELLIAT
L% W RSA (Rivest-Shamir Adleman), Diffie-Hellman Key
Exchange Protocol, Elliptic Curve Cryptography (ECC)

WDusu
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[

ANFNT

ATUKUY

Y04l (Vulnerability)

anmvieanngiidudeunnsewmTeliauysalveanindau
ansauna 49 o1ainnAnuAnseslunisan nien1s
9ONUUY yiFoMsUInsinns viliiAnenseu lnedanuided
wiAnsanamndestwiiistu wu Yeduiveslsunsuiivh

Tyamanewenausadildlusunsulalaelyl dosunisiga

AR

ASAS9AMUATENUNLUNIT
SnwIANLUAIUADANY

(Security Awareness)

nstiruiaudlamanuauiuasUaendevesansaume
Wease Anunseniniadeanaukardyninieniuaudua

Uaaniansauma wiyaaIng

nsdnsesdeua

(Data Backup)

nsvidnunteyaanunlussuuiifenis ieidunisdises

v a = N 2 v °
VAN B19U ﬂ']iLLfg]ﬂLSU asuudas Wiaﬁqjﬁqﬁﬂuﬁqﬂqiﬂuq

Y Y

nduulgaula

Waslaya
(Source of Data and

Information)

<3 v

MAvteya vseansawnavisioglusuuuusieg du 1wy Joya

Y

uwastoya wmeukazrastoyadunans 1usiu

NSNGAUATAUNA

UL

o gunsalwaluladansauna wazaunsaldulanldausiuiu

'3 = A a v
gunsal wmalulaBasaunaiineitownuszamn

® aede LUshnsUsEUUUATauna wazlusunsudulanly

U SIUAUTUITUATUIZUUUEN SEUNA

v t4 a < a

L “UyEJl_IJﬁ VY AANTAULNA VDY AD LA ANIeNNg way

Y

Toyanauiiunes waz/vsensnddunslyalag

-’-&J ‘:l'r-:ll b4 U QIJ
NUNTINDINTITSNWIANULUAY
Jaonny

(Secure Area)

=

Ao Vi ldiAuinvigunsalarsaunad ldlususzsuy
ansaumne wusle 10 3 Ussan fe

1) Nuiivos Patching Room

2) ﬁuﬁﬁawﬁﬁﬁmmauﬁ?ma% (Computer Operation)

3) NunviesrAudUoyanauiiames (Data Center)

& dw a wua a I3
WUYNDIUHUANITABUNIADT

(Computer Operation)

& Al v a va N Y}
Wuwmimi‘!ﬂqiﬁj@um@%a BNINYITU LL@%‘UQ‘U@Q']ULﬂEJ'Jﬂ‘U

SEUVIU @NSAUNAVDIBIANT
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ANFW

ATUKUY

7

WUNes Patching Room

funfldivaunsallumsdeusieniotneneuiunes uaz

INsENNluLA AT

PRIADUNUNDS

(Data Center)

a s

funviesruddoyanouiiunesitdiiugunsalneuiiamesuay

s v A

A9 ADURUMDSNANTNAATUTZUUIU WU AT DIADURIADS

]

WY LATTTUU LABUNUVRN

Uudinmenisal (Logs)

Juiiniuanisalnshdauresssuvansauma n1sinldanu
FEUUIUNTD TEUUATAUNA N1TUTELIANANINTTUVBITEUY
ansauwA uazvAN3al mMesnunaEiuasUaenuiilonsaadey
fauszAnsameuvasnis uaz muAAUNATIAAIINNNS

UZUIANANINTTUAIGY) VDITEUUAITAUNA

n151615239 (Monitoring)

n1stEsEamesnuauiuasasndyasaumALiansI9daU
ANUEAUNG 9INNTUIZIIANANINTTUANE) VDITEUVANTAUNA

v =2 L3 1 Y = M v
induitnivgnisal (Logs) wu nMsidndsszuvansaumnalaglyla
Sueaunn NsldnuasaunaRaingUszas waslamininain

FJTUUNU

ANILEY (Risk)

Tomafiaziinaufianain audewe n1sialna ALY
Wan 3 wmansaiflifauszasd nienisnseiileg fiens
Aadunigldaaunisalit liuduey Fsenaisdulusuinnuaysl
NanNsENUns avi v nsailuauly Uszauaudisanny

v (3 Y a
’JG]Q‘U?%?N?ILLa%LﬂWWNWEﬁUENﬂ’]ﬂWUﬁﬂ'ﬁ

TUswnsunlaNaUsvasn
(Malicious Code or

Malware)

TUsHNTUNS D Code MTUSUATIHADUTLANS AN LazAIIY
Uaaadsvae szuvasaumalinisladniamis wu 1asa (Virus)

A3 (Worm) viselnsdu (Trojan) Wudu

LAUNITUSHITIANITAIY
MoLilevnagIng

(Business Continuity Plan)

N158319AUR oL 0InN9g 3N LieUeeiun1TRndanIanIs
NeAYEINUBY STUVIUTINTTUNA1AYT 1019 annn 1IN Y
MIiUFInaeu wnn1salnenuauduasUaenievsesy

ANATNBUY

LHUseITUNIElAWIARNIAY
(DRP: Disaster Recovery
Plan)

NswSeNANUNTouTeTUMARNBULATINUNTUJUR MWD
Aame andu 1w n1sgnganuiuuiau laudnsldau

SYUUANSAUNAFID9
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ANFNT

ATUKUY

wnudmiudoundugany

Wy (Fallback Plan)

wrunsaivuielglunsndudaniunsaladunuass

agn ieldlu nadiinsudlumgandulidunadisa

srazantunelunisiluy
AU @nn (Recovery Time
Objective: RTO)

Al o a 44' | a o ¢
53EJSL'J@']L{T']WN']EJV]GLGUMLUﬂf]iﬂ'WL‘UUﬂ'ﬁL‘W DAIUDUNA AN UN

UINT Uay AINTIU MI0NT2UIUNINTUGaN1ILUNANaIANLIA

saa ~

anun1sallifle Ussaaaniianudemessauguunss

sevIangegnieulvideya
\du318 (Recovery Point
Objective: RPO)

szuzangsaniisoulideyaganieainsyuuls waziiendu
Tayatunis sankuuIsmsdrsesteyaiiiolvidayaliagyvieiiu

I Ao ')
AAfnuals

M meaveinneensula
g9gm (Maximum Tolerable

Period of Disruption: MTPD)

Pagaaannsaiunungavedn maiuivueginlIani

wenaglid anunsaviilvinisandunuilufuganimunila

YonNaIsEAUNITIAUINIS
(Service Level Agreement:

SLA)

TonnaeTiunusenIeg usnisuas SuuIn1sieSuneds
FPaElBEANIT UIN1S seAumstiuinisiazgninuasUseiung
Wanunevesseaunis uinig sauludasgyuniag ey

SuRaveuTTRlINaRluINISHAE {SUUTNs

Yonnaan1slAuINITIzaAY
UjURau (Operational Level
Agreement: OLA)

JannaslunisiiusnsdmsuufuRusiuiussnitaniignu
el eatuayulinisuinsvesgsuuimsituluaudennas

SEAUNNSTIAUSNNT (SLA)

dyanIsiusng
(Underpinning Contracts:

ud)

Y a 4

TaANAITINAUTEMINE AT NMITUAEHTUUTNS /H T i seuy
(Vendon i eliusnisgsuuinistamudennainisliuinis

(SLA)

T
=

FEUVUNEALY
(High Priority Application
System)

el syuunliuinisgsnssuvanildlunislvuinmsanan vise

STUUINU ﬁﬁwﬁﬁagaﬂsmummaiwms

SELUUNRIUN

(Development Area)

SEUUANTAULNATN IHLUNITWAIUITZUUY taatduni1591a04
NINYINTHAY ANINLINAOUVDITEUUMAUINNTISI LD LT WaUN

sruunuln

JTUUNNEDU

(User Acceptance Area)

szuvasaumaniglunismeasulnedun1sanasnineIns wag
4NN aNY95E UL US NS aneaauUsEANS AN

warAINY UaanneuadseuuNbanmuIdu
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ANFNT

ATUKUY

SYUURNSAUNAFI5D9

DRC)

(Disaster Recovery Center:

FPUUNU Taya wagsruuialevigdisesuaniuileansyuy
ansauwmenan Weliaiunsavingsnssundnlasgesiolial uas

anNaNIENUBLAR RN1TANEY

A IVAVEIARFRER

(Production Area)

sruuasaumnanliuinsaswndldnudeiedinssnwaiiy
funs Yaeady wagnisaruaunsidifisnnnsimunssuuway

ANSNAADUTTUU DYIWATIASA

gunIaldeansUssannnm
(Mobile Device)

LS 09ABUNILABT WANI (Laptop Computer) @113 nlvlu
(Smartphone) witu WenAauiames (Tablet Computer) flading

au v eusawagld seuvansaumaAvenAnsle

-dl v = ¥
dauuUNNUaYa

(Media)

fa & a  eal v o A v & v |
Q‘Uﬂim@L’ﬁﬂﬂiauﬂﬁﬂﬁl“mUﬂWiUUWﬂ%i@ﬁ]ﬂLﬂUsﬂaiﬂa LY Hard
Drive 95 ® Flash Drive #3 8 Handy Drive #38 Thumb Drive

#38 External Hard Drive 1{udu
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ULYUIYATUNITSNYIAULUAIUADNNIVDITSUUETAUNA

1.  wlgul8a1un155NEIANNLUAIUABANSYBISLUUAN SEULNA

[

ngUszasA

Welviild nunazyrraiieatadldnsenindnnudidgueansinwanuduaiasnisveseuy
arsaunakazle Sunsud i anusuiaveukarkwInUJ UAluNIIAIUANAIIULE 890199

va v

lngosrnsnadaliuluiswazinnINMssnsauluasUasndunuasaume Ineduuineuuanad

® NANIINITUTHITIANITA2IUNUAIUADANBATUASEULINA (Management Directions for

Information Security)
1. ulbviwdmsuanuiuasUasnnsauansaumne (Policy for Information Security)

1.1 29AnsfessnlitiuleurgsunIsTnEIANLTuAIUaRA A YURIsTULANTAUNADES WU
adnualdnes laglasuniseudAannAnensTunITuTEM vieyAnENTINNITUTEN
Y @ v wa
waunglmlugeula
1.2 esnsreangunsulevienenanlvibldnulasmhsnuneueniiieiteslasunsiu
A a va o P ) Y ) a [ a
wazdoUfualulumuiulevisivun Tneniswmeunsdasandunisludnuued
Aldudnialeineg
2. ASNUMUULEUIEAIUNISTNYIANUT UAIUABAN BUBISEUUANTAUWNA (Review of the

Policies for Information Security)

21 A9ANRUNITATIVEDU WAZNUNIUULEUIENITINEIAMNL UAIUABAN BUBITLUY

P A o ]
asaumanutaulnfualiludiunisnuniuuleuie

2. n159alaseadnennuliuaslaannsa1uasaumd (Oreanization of Information Security)

IUszaA

WamnuaNInsN1IAIUANLazAna UM TU UAnTTaunssnwanuiuaslasndevesssuy
arsaumadnsuduunneg anelussdng wazsiioduwuinisauaunislidaugUnsaldeans

Uszean wnwn Tmdulusmuuleuiediunissneanusiuaslasnfevadseuuasauna

® msdnlaseas1eneluaeAns (Internal Organization)

1. NMSAUUAUNUINLATALNAIUSURAYDUAMNLTUAYUADAA gnUdSaUmNe (Information

Security Roles and Responsibilities)

11 Juimsseaudienesinuasgazideantnfinnusuiareusiunsinway duas
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Uasadeszuvansawnadmivyaainsluniisnueginduaiednvaldnes wazl

WulumuuleuigaunssnwamnusiuasUanndgvadssuvansaumannuua Ly

2. MIkUsenminNnusuRATeU (Segregation of Duties)

v

21 Juimisseavdiedesnuualiiniswusenntinanusviiareu Tunisufdsau

G
ATUAIE NAEITDINUAIINTUAIUADANBUDITLUUANTAUNADDNIINAUDYNTALIY

d‘ Y ! U ¥
Wi liinsaeunuszrineiula

3. NSUTEAUNUAUNRUIEINUAIYUBNT LN 879899 1UANUN uAIUaBnn e (Contact with

authorities)

3.1 wnunalulaBansauwme fessiuniusedeuardosmnenisindeveamieui 9ndy
W mheuaungvane lsameua @01ilf159 aodaumds wieniediy Wusiu
dmsuAnsiaidlofinmeaniady nieunsUsuusietetavyemidmsuindenina1ili

Juilagiu

4. mMsUszanuuiunguIeIvyineItasnuauiuatUasniearsaune (Contact with

Y

special interest groups)

4.1 wwunwmalulagansauna Aeesiununedenguiideivigniuanudunivasnsiy
ANTAUNA LATIN Y BINIINITTUY1IENTIINNG U LT gL el arunsadinsie
Usganunu v3esutoyatnians wisvennudiewmdelunsaliinmanisalidmanseny
ABANN UAIUABAABATUAITAUNA LAYV NTRUNIUTUUTIT 8T uazRINIg
o U a ! v ' Y U
dwiuindenanalmlulagiu

5. Msuimsianmsauduaslasndeniuansaunalunisuinsianislaseinis (Information

Security in Project Management)

51 HUITMIsEaudgf o ualiiin1sAIuANANAEINISAAAINNTATLIULATINAS

=2 a o a o A
s sUsziiunmsinlunsaduanulasenis valasenrsimdulasesnisanelulas

[
[ [y

1A59N1579RT0TR91991NMUIBIUAEUBN

52 fUsAulne desduasuazduasilildanuliinumuulovienssnwianudun s
Uaoasvesszuuwaluladansauma uazanfiouadnunide nsdinuiiunisu]us

Mlalgndeamunga

6. wihnveldau
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6.1 aeuigu; vAudla wazufuRauuleuiunisineauiuaiUasnieseuy

WAL AN TEUMNATBIUSENY LAULASIASA

6.2 lianuswileduuien sghaduiilunistesiussuunsuiinmesuasdoyaaisaune

YDIUTINY dendesgua Unleslayaansaumevasuiuvny daudaensie

6.3 F89URBUTENT Yiudl WenuingunsalvisedoyaansaumedAydaymensonuiiu
N15UN3N ALY YaenIelaTNITUANTAUNA FINTITTUUANTAUMANDIREI19AEY
ARUTEN

7. wihveudvesloyaavansaune

[ v [ o & Y = v v &
7.1 delAdnsdaienals 11msnng LLﬁBGUUG]@‘L!ﬂqiﬂ'BUF’llIﬂ'ﬁL?J']ﬂQGZJE]@;IJaIﬁLUUVLUGIW

YlgUIUNITINEANUNUAIUADAN ESLUUAN AU ATDIUI BN
72 aualininauuianuuleuviensinwanuduaaaeniessuuasaumarauI e

73 euankaraulAnIsIfeyakavansaune wazsuuasuiinesaelantniuag

AUSURAYDU

74 uwsnhsnuwelulagasaunan Suliaseuium Ut anuiagdvslunisldssuy

asauwmAinay / Wasuwlasdns / dellmsasuwlamunay / snwavting / Tendne

* mspruANgUnIaldaa1TUTEINANILAZNIT U URMIUNBUBN9ANS (Mobile Computing

and Teleworking)
1. msi’]aqﬁ’uqﬂﬂﬁaiﬁamﬁﬂizmwwnm (Mobile Computing and Communication)

1.1 BHUNAL LA ANTEUNA ABININUALALLINTAITRNLNZALLNDSTUTDIANUUADANE
¢ a a A a ° ¢ v
vasgUnsaldoarsussiannnni laefiansunainaudssidnisiigunsalidnu

WaurauLAIYIABNTTILNDIVDI83ANT wazllaugunsaloantuldeuuananiud

12 fl¥ewiiinsldnugunsaldearsussiannnniield euseduszuuansaumavos
psdnssmuadesUfoRmunlsuedunsinnanuiunsaeaforessruvaisauma
wagnsgmindanisdnwianuiuaslasadsasaunasgiaiasinda nindaay
Tududedldgunsainnmdiudilunsidrfiviedaiudeyaasaunaveuieny faq

v v v

lofumseydfanmidwhenuniediirulyugee

1.3 U3EnY veanudnilun1snsivaey seiu inasunsldau wazauday avianun v

L3 O A a o ! Y = Y =2 A v =3 v
QUﬂiﬂJWﬂWWWQWLUM%@QUiUVW LaZUBIFIUNIUAAG VIIﬂUﬂWiL?ﬂﬂ\‘i%i@'ﬂﬂLﬂUGU@ﬂﬂa
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ANEUVAYEIUTENT Mmnuiuinnisldanuiianudesielasiaineiiugiu vietoyauas

ANTAUNAVDIUTEN

2. msuiRnuneuendinau (Teleworking)

2.1

2.2

2.3

Aldnuniinisvhauanaeuendinaunmun agdesluinuuleuigaunig $hw
AUl uAaonfBveeTEUUAITAUMAYEIRIANTIY U gIdUAUN1SYIIUA1eTy
dnnanu

ldauiiiinslddeyaasaumavesesdnslunaiauuendninmu uienisiing
5EUURIUNIELNG (Remote Access) AadlAsUBUAINIINIIVRITDYAATAUNA WAL
MNP UAUF A LAUADILVRNATUAIT

1 auiifosnisidigszuusiumalng (Remote Access) Fasldisuayanainggua

syuunaun g

3. msinwanuiuasuasndediunineinsyana (Human Resources Security)

[

ngUszasA

WBMNUANIATNITAIVANNISAINY wazhAnaun1sassmymaInsitiuuifnuniglussing s

UIMIIANTYARINTIENINNITINNULELN1TUTIMSIANIsUAaINsllanuannnsilugninase

Wedl nsldsulUamtnnisufuRau

®  N1TUTMITIANITUAAINGABUNITINNU (Prior to Employment)

1. N1IM59a0UUsEIR (Screening)

1.1

asAnsAasvualiinsnTvae vy iRvesadnsnuwazrilsueuaniines 1

ynlrusnisanelundlenu

2. Tonnasiaziaulun1s91997u (Terms and Conditions of Employment)

2.1

1%

wunnsnensuysdasmivliinisasunuludyardmsetennainisufifauves
ynaIns %3 edyyritdnamiienunieyaranieuen 39l@insseyninfiam
SuRaveuTiindastumnutunsasndeduasaumaliludyyvsedonnainis
UftRny defldaudessunsunazsensussidoudfoivesesdns Tnvazdeseusi

A bakasufuRanuuleuie ng sedeunesanslanvualy
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®  N1UTMITIANITYAAINTTENINNITI99U (During employment)

1. wihalunsuSmsdanisauaudunsUasnivansaume (Management Responsibilities)

1.1

Ausmsseaudhefesmrualiinsauny wagmiuliueaing viseniisanu alguen

AlasumsirdnaieufiRnurseliusnisiuesins UfiRnumuuleuis suaiuds

a wva o

AslaanfBvosssuumaluladatsauma wagsudeudfuanissnyl anuduas

Uapadsmuansaumenosnnsiausenield

2. M59USH N1FaTieAuasendn n1sliaiug s et eidesiuanuduasuasndy

Pua1saumne (Information security awareness, education and training)

2.1

2.2

2.3

wunmAlulagansawna destmunyemndbiyrainsaunsainsfinyiwasinaiy
Wlaluulegungiun1ssneIANiuAaanAEUBITEULANTAUNA UNUINLAEULNT

AusuRaveuiuANUiuatUaandevasmueInauazayg R liiTuAY U URnuiy

s

BNANT

wnunmelulagaisaune desdnlviinseusuiifeidesdunsuianuialilag

MIeUFURateU el sunisindelaiseusuagyianudilaluiidewmaniu

Y

aggaane wu 33msldszuuaidsnmsldnugenduisdnsagy nmsudteymnig

v a ¢ & Y a wva = Y o v A a % & v
EL%?]@NW’JW]EWLU@\WIU ﬂ’]iﬂﬁ‘U@@quﬂ{]ﬁﬂJqﬁﬁgLUEJ‘ULL@%SUQ‘UQF"IUV]LﬂEJ']GUaQ UMY

LHUNLNALULAT A1TAUNA ADITANITOUTULALAS 1MAINUASENTNATUAIINY WA

Uaeadeiieliysun1sinanslaseusiag vianudnlaluiidewmaiiuegsainaue

Y Vo 1

Wetelil SunsidsaunsaufuRnuiauessuiinveuladuegsiuazogiunsg

kY

Japnny

3. AsyUIUNITadenIte (Disciplinary Process)

3.1

s Y o g va av A % A - a
2aANIARIAlniinsrUIuNMsadnymadteieadnudlaundHurieaziin uleue
auAusnIlaandevesssuumaluladansauma wazssiloulinanig Snwiain
fupiUasndesuasaun A3t unaunIsUSURMUIALIToiuAIN JunsUaonsiy

AUANTAUNAVDIDIANT

® nsFugANITINNUNIalendreAuMLeY (Termination or Change of Employment)

1. NsUsMsIansuAaInsiuanInnield suntinanusuidaveulunisuudau

(Termination or Change of Employment Responsibilities)
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1.1 whunnswensuyedaesimuang seilounaranusuiavauilineitesiunis Snw
ANUTUAIUADAT YA TAUNAYBIYAAINTHASUNUILITUNNLUBNN1ENFIAINT WU
an1mMn13999u wielinsasuninnanusuiaveureinisinsnueginduane
anualdnys

1.2 WHUNNTNEINTUUBEADIAIUANA KA IIUAAINT WaznUleunIeuen USUany

ngszilaunnmunlingnansiasn

4.  M15USMISIANTIINSNEaU (Asset Management)

UszaA

= Ya (% & [ Yo o A dl' N !
ieliduninduaysruuansaumavasasAnsiasunmsunlesluseduiimngay ieananudese
n1sgnilamedayavesasdnsiaslilasusugin sudsdestunmsdmsndduasaumelUldlneiia

o

noUszaed uasiinanuideefuningauasaumnavetodins

o wihilausulnvauraningau (Responsibility for assets)

o [y

1. Mg imsngdu (Inventory of Assets)

1.1 wrunmeluladansauma sesnrvaulimiisanungludavidyinindduasaume
WaUIMITanIshagmuANnINdduasauneeguinzay wagluiinsusuusadnd

ningaulidutegiuediaue

2. MIsryriensamingdu (Ownership of Assets)

Y] LY

2.1 vy wwaunmalulagaisaunadoanmualviinisseun donsomindau

v 9

ey ey

finthiiguantvaunsidaunindduaisauna wazddmini Suliaveunsndau

ANTAUNADYINNUZE
3. nslaningduansauwmea (Acceptable Use of Assets)

2.1 wRunwmAlulagansaume 9a93nvindannualunistansngduian15usni1sanns
gunsalreuiimesiiimngaunalilinUsednsangsgn sauvsiinnnudasnsieain

ANUEEeNeAintuld InedasdeasliuaainsvesesAnssunsukas U uRny

4. nsAunSNEAY (Return of Assets)

(Y v v

4.1 wwuAnswensuywdiantiu nied YerudyndesmiuwazAnniuliyaainsly

>

e

PUIYIIUNT DNUILIIUNEUBNTLT U LA U ANTANAUNISAUNT NI AU (Return of
Assets) 0191 LA3BIABUNUABSNANT LONETT Neya Unsniinau Mdunsndduves

DIANT MANUNUIBUTLNYTD4

Ylgu1en1ssnwauiuaslasnssueassuumalulagansaund WIN 22



® N159NAINUTUANUAUVBIETaUNA (Information Classification)

1. MSINAIRUTUAINNaUYRIANTEUWA (Classification of Information)

[%
v v v

1.1 2eAnsAeamrualilnTdaviiavyvemsngauasaume uagdnaiutuauaured
asauna Wnedesimuatuanudulagliingranewasderivuaiiieites fuesdng

1N19URNTUINTIVAUATUALA UL AU EL

1.2 nudrsuagluesdnssesdanuiany vesdoyanasnindduaisaunan 14y

NSALILLYRIRIANT UagivuaddutTuANUSUTDIaYaLaENINGAuaTaUWA

1.3 mieaun1glueifnsfoddiidunsusnisinnsadutua g uTeLan 1L uINIg

nsaiiuaunamualilussidsulfuinisineanusiuaslasnduiuansaume
2. MsUsTansauna (Labeling of Information)

21 osdnsasmualideyailoglusuuuurenenatsiigndniiuiniseuauuas S
pnusfunsaensseg avngan sauan1siuiud msdavhdiede nafuinw
M3vd LT N1suandne audanisvinane wasiuadussieuluRliunainsuasy
fiiedoswios foamuielsilaindoyaldiumsmuauuasinvmnusiunsasnse

Y1 AUNT AL

2.2 uRunmAalulada@asaumne Lazuueuniie19e3 Aesvintedeniunsiioulyd

ningau wartunaunsitnuRnigunsainouiinasnnTy

3. ASUTTIANITNSWEIAU (Handling of Assets)

o w

31 wrunwealulagansawne desptuan AMduliiduneunisuuaaulunisusnsg

o o (3

Iansnindauarsaunaiedlvidoyaddgvesesdnsiilvarienindduasaumnagn

o

PlUloRaUsET

e n1sdnn1sietiuiindaya (Media Handling)
1. msuimsdansaetuiinteyafindeudiels (Management of Removable Media)
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2. myvhaedetufinteya (Disposal of Media)

2.1

2.2
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3. muateudwdetuiinteya (Physical Media Transfer)
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5. n13AUANNISLEINN (Access Control)
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® AIUABINITNINGINIAINIUNITAIVUAUNITLYIAY (Business Requirement for Access

Control)

1. ulguigmuannisidiis (Access Control Policy)
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2. MIMUANNISNTAATEUIEMAZUINISASEUY (Access to Networks and Network Service)

2.1

2.2
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® N15UIMTIANIINSLDVRELY (User Access Management)

1. msamelyulaznennouananldan (User Registration and De-Registration)

1.1
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2. MIINTANSNMUNDTIU (User Access Provisioning)
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3. MSUSMSIANTITERLYUTTANTIEAUge (Management of Privileged Access Right)

3.1

3.2
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4. MTUTMSIANITToYaANUFUAMTUNITNEIUAINUYe LY (Management of Secret

Authentication Information of Users)

4.1
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5. Msnumudnsnsiinfiavesldeny (Review of User Access Rights)
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6. NsnenneuaNSlUN1SUNRs (Removal of Access Rights)
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¢ wiANFURAYEUVBElYeU (User Responsibilities)
1. msldnudeyanisiigausiinu (Use of Secret Authentication Information)
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" §9399n9n53UU (Log - Out, Log - Off) nnszuuidialilaldmudunaiuiuway
Unpsesnaumosuazaunsaliavduiuinduaniu

B §9380Ant99 (Lock Screen) huuminussuaniu (Password) winluldsunsaly
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iweunstoyadfty weteyandumnudu (Sensitive Information) UeeUTEw®)
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o msmuqumsm’hﬁaLLawwé‘Lﬂ%'uLLazmiauLwﬂ (Application and Information Access

Control)
1. NSINANSNDeaNsauUme (Information Access Restriction)
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1.2 Wveslayanazdguaszuudesinunisnisldanussuvatsaumandidaylidnaslu
Toya szuupauiuneslusunsuuszand (Application) aanunedidnnseiing (E-mail)
szuuLAseveliany (Wireless LAN) seuudumnesiia (nternet) lnadadl dvdany
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2. maddszuvasaunaniauiuasUasnsie (Secure Log-on Procedures)
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sgaduanednualdnes lnededaisnsiilunnsgivainanasysuuys idutagiu
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3. SPUUAMTUUIMITINNITIRENIU (Password Management System)
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4. msmvaNMsLilusunsuesIauselewil (Use of Privileged Utility Programs)
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5. msiswesalanveslusunsy (Access control to program source code)
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6. msdhsviadudaya (Cryptographic)
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¢ msnsnsiisiadutaya (Cryptographic Controls)

1.

Wlguensldunsnsnsinsiadudeya (Policy on the Use of Cryptographic Controls)
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2. MIUIMIIANINRAITTESUTaYa (Key Management)

2.1 wwunwmalulagaisawne deemnunisnisusnisianisnawantdlunisdisiagu
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7. N158%519A2738 UAIUADAN 8NIIN18AINLALE Iana sl (Physical and Environment
Security)
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®  NUNNABINITNITINBIANULUAIUABNNY (Secure Area)

1.

YOULIANTOUIIALALTOUNIINIEATN (Physical Security Perimeter)
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msmuammsvﬁwaaﬂmamst‘w (Physical Entry Controls)
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3. MIsnwAuiuAslaendud s udtnu Weevineu uwasniwgausue (Securing Offices,

Rooms, and Facilities)
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3.1 ununmalulagansaumne AooenkuukaginfIsEuun1ssnYIANLuAanung
nen wedesiuiunuiRnunasnundddoyadidy vienauiiimes wagiiui
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4. 115U uAgANAINAINAIBUBNLALANINKING 8Y (Protecting Against External and

Environmental Threats)

4.1 wHunwalulagansawne desrvauiiulviinisesnwuusasindenistesiuning
fumsdaeadoaunienin wWedssiudsanauainateuen enelasuywd viede
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5. nmsufuRauluiuingeinisnisshuirnuiuasUasnsis (Working in Secure Areas)
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6. WUNFMIUSUEIdIV9 (Delivery and Loading Areas)
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| o ¥ w a ¢ & d9 v & Y A a A
asauvAnoududviesneuiimes Neilliuenidudadiundanuiiie niniigans

Whssruuansaunakaydeyaasaumelaeglilasuaunn
e gunsal (Equipment)
1. nsdnneagnisdesiugunsal (Equipment Setting and Protection)
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Tngmnualaidiiewdmingilasusygiawiuuidnslunislaiiegeutige wis
nsUsuUssAmeuilinalstu (Reconfiguration) 1ieanadaidssainnisidfiegunsal

Tnglylasuounyn
2. syuuwaggUnsalatiuayunisvineu (Supporting Utilities)

2.1 wwunalulagansawne desaivaugualiidnisdafsaunsaldesdiunisauman
YasrUUkazgUNsalatuayun1syinaueig agluriesreuiinmes taud aunsal
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¥
[ o o
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3. anusiuAsUasnduuesnsiiuady g utazaisdoans (Cabling Security)
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4. miﬁﬁﬁﬂmqﬂﬂiiﬁ (Equipment Maintenance)
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nsUszaranaluseAuudinig sufsgunsalatduauunisviinulasunisiise gua
Shwmuyisauazmutefmuaiigndawuz iWeligunsalinnulaegne dellias

wazagluanmidanuauysainsesldan
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5. AsUMSNEAuasAUmMARDNUBNAIUNIY (Removal of Assets)
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6. Aanudunslaenievesgunsaluasningduilduey Aeusnd1tinaiu (Security of
Equipment and Asset Off-Premises)
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yaesAnsluldauntsuendinau uazdesdnualiiinisdesiugunsalarsaumna
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7. anuduaslasndudmiunisidaniesinatugunsal wseni1suigunsainauuildaiuen

(Secure Disposal or Re-Use of Equipment)
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8. mstesiugunsainfislilaglififaua (Unattended User Equipment)
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8.3

8.4
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9. ulsueldginulasaenansaifguaznistesiuntnaeneuiinmes (Clear Desk and Clear

Screen Policy)

9.1

9.2

9.3
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FnoanANNIZUU (Session Time Out) kazn1sasaniinge (Lock Screen) awluslf Widu
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8. NSANEUUAIUANTUAIUADANYESAUNA (Operations Security)
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®  JumaumsUUAnuLasriniaAuSURnYaY (Operations Procedures and Responsibilities)
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1. FumeunisufUAnuiduaisdnualdnes (Documented Operating Procedures)
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2. ATUSITIANIsNISIUABULUAY (Change Management)

2.1 uwnunmaluladansauna fosmuay Mivlidnsdanisauaunisdsullas
voansAsuntadlasaiiaesdng dunounisufiinussuvasaumna e auey
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fi139 MdlRUFTRAu T fruelSluulevienisuimssanisnsdeuuvasssuy

ansauwme (Change Management Policy)
3. NISUTUISIANITVAAINNEINITOVDITEUU (Capacity Management)
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4. AISLENANINLINA BUAIUSUNITWAIUY NISNAADU BaLNISERUSN1Se8naINNY

(Separation of Development, Testing and Operational Environments)
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o nsdesiulusunsulsiuszasad (Protection from Malware)
1. wesnmstUesiulusunsuliuseasad (Controls Against Malware)

1.1 bRUNNALULAEANTAUNA ABININUALINTNITAINSUNITATIVIU NNSUBINU WAL
n1snAussuuiedasiunsndduaingeniulsliussasas saunsdedinsasie

AuasEminfnetedliiugldnusgamngay

e n1sdrsesdaya (Back up)
1. msdsestaya (Information Backup)
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o nstuiindayadenuaznisiiliszda (Logging and Monitoring)
1. mstuiindeyadenuanuvnnisal (Event Logging)
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AuasTUY AssmuauazifuliinstuiinmensalanuRanaia (Fault Logging)
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2. mstesiudeyaden (Protection of Log Information)
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3. MsUUANAINTTUVRIH ARATEUULAZII MU 1N U] URN1958UY (Administrator and

Operator Logs)

3.1 fauasezuy deennualiidnistuinianssun1sanduuveslguassuuay
AU UROumAEITeiuszuy 917 nanlauazlnszuu n1sidguudainisnian
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4. MIRAITEULANTaUmA (Clock Synchronization)
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NsMUALIA NIt UlAg8198aINUMEIIA QN ABILALASITULIANE19BaNA
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® n1sAUANNITARAITaNAKISUNIEUUTIAUINIS (Control of Operational Software)

1. msAnnswanAwsuussuulinusng (Installation of Software on Operational Systems)
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1.2 wnuneluladansauma faInmunsIenI1seenfiLIsuInggIu (Software Standard)
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¢ nsudImIsIansveslnimanadialugisauisuazgeniuas (Technical Vulnerability

Management)
1. mMIvimsianmsveslwiniavata (Management of Technical Vulnerabilities)
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2. mMsInansinfawansnls (Restrictions on Software Installation)

2.1 gldnudeslfiiinunginaeiauaunsindweduisuazlifinnaendiasi azila

A9anSlULATBIADUNLADITVDIBIANT

o Fendosnansanlun1snsrausziliuszuu (Information Systems Audit Considerations)
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1ININITNNINTAUTELUTEUU (Information System Audit Controls)
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(Vulnerability Assessment) \Uu@u
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1.3 wnunmaluladasaune fe9n1uunIaulunnIsATIIdeuN1awaila (Technical
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9. M5ded1sAIUANNNUAIUaRANYE1SAUMNA (Communications Security)
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ABUNIABS 9Nl ULAE A8 UBNBIANT MATIANUIUAIUABANY

®  ATUIMITINNTIZUULATRUNBABNNINDS (Network Security Management)
1. mM3muAuLATaYIg (Network Controls)
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Jostudunnaiy wazdin1ssnwinudunsuaendgvesseuvansauinaLay
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2. ANuLiuAsUannABEInsuUUSN1SIASev18 (Security of Network Services)
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3. ATWUMENLATOUY (Segregation in Network)

3.1 urunmaluladansauwme Hosdnlnin1swUeNIEUULATEYIEARUNABTANY AL
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° msuantﬂﬁau%’ayjaa'ﬁauzm (Information Transfer)

1. ulgviguaztunoudjUuRdmiunisuaniuisudayaaisauma (Information Transfer

Policies and Procedures)

1.1 ununmelulagansaume desmuay Mivlilituseumsujifianulunisuandeu
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2. %’amﬂaqﬁm%’umsuaﬂLﬂﬁausﬁagamiamm (Agreements on Information Transfer)

2.1 ununimalulagarsauma desntvay Mduliddennadunisuaniuieudeya
ansauwmaanidunsuanilisuseninamiienunelusing wazszniednsiu

NUILUNIYUBNDIANT

2.2 MmauanasuteyaasaumaniglussAnsiuniisnuneuan dedlasuniseydd
nndvesdeyansunnaiy wazlinnsaivaulaensszydennasduaednualdnus
sudemmuadeoulvdmsumsuanivisu nasnaudesdnisdesiutdeyaansauna
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3. AsdstanuneBidnnseiing (Electronic Messaging)

3.1 ununalulagansauna feamnuaiininisiun1snluaun1ssudonnunig
Bidnnsedind (Electronic Messaging) Wy anvanediannseling (E-mail) ¥3e EDI
(Electronic Data Interchange) %58 Instant Messaging tJusu lnadaninumia
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4. Yennasn1ssnuAuaunsensilidaneAIuay (Confidentiality or Non-Disclosure

Agreements)
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10.  N133ANI NIIWAIWT waEN15UIFISNBNTEULETSHUMA (System Acquisition, Development

and Maintenance)
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® A2IUABINTITAIUAIINL UAIUADANBTZUU (Security Requirements of Information

System
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ANSILASIZU AL ANNUAAIINA DINITATUANNN UAIUADANBEITAUWA (Information

Security Requirements Analysis and Specification)

1.1 Mrgnunlasvyaurnungliimunns adnmseuvasaumneiie Wubsanulusannsg
AMuAAaNYUEANNABINTAUANT UAUaRadsasaumaliag 1edaiauly
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AUNUAIUADANBUDIUT NITENTAUNAVULATOU18@15150dg (Securing Application

Service on Public Networks)
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miﬂadﬁ’uﬁqiﬂiimaw%mim'ﬁaumﬁ (Protecting Application Services Transactions)
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¢ AUNUAIUABANEEINTUNTTUIUNITWNAIUITEUULALHTUEYY (Security in Development

and Support Processes)
1. ulsvemsiaunseuulidanuiiunslasnde (Secure Development Policy)

1.1 wnunwalulagansaune sesnmuangssidsudmsunisiaunssuuasaun el

ANUTUAIUADANELAZATEUARNARBATIIINIIN TN TE UV SAUNA
2. YumpuluRdmiumuaunsidsuluasseuu (System Change Control Procedures)

2.1 urunmalulagansaume desivualviituneuluRdmiuauaunisivisunta

agduanednvaldnuslaglinsaunguiienaasnM st sz uUasaume

3. MIUmMuUMenAiafesEuunaRINUisuladlaseasienugueesssuy (Technical

Review of Applications after Operating Platform Changes)
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UULATBINIT9U939 (Production Environment)
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4. A159117AN15UE susUasganiuisd1SagyU (Restrictions on Changes to Software
Packages)
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5. #ENNITIAINTINIZUUAMUANNIUASUAAAE (Secure System Engineering Principles)
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- msluansagn (Least Privilege) ungldamuszuuasauna ialasiunig
wiluUdsunlasteyavsesyuulaglilasuaygn

- nsbransanzfdndulunisujifeu (Need to Know) wagldaussuy

o w

ansauwme iiedesiunsiilnavestayadify

- mseenuuussuuliansatesiulavaieseautiu (Defense In-Depth) Lile

an AndgaveInsiiedeyalaglilasusyyn

- mseenuuuluanwuzila (Open Design) Wialrnisiauissuuiinislanaln
& [y a = . A a [
w388ana3Ny (Algorithm) MUULINITFIVALITULALAINITONTIVADUNT
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6. @ATNUINADUVDINITWAIUITEUUN A AU upatUaonne (Secure Development

Environment)
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7. MFINMNBIUNIUDNTAIUITZUU (Outsourced Development)

7.1 wWHUNALUlagANTAUMA ADININUATDANAILUNITHAIUITEUUAINS UNUILIU
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8. MINAABUATUANNUAIUABAABYBITTUU (System Security Testing)
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9. AINAABULINDIUTBITTUU (System Acceptance Testing)

9.1 WHUNNALULATAITAUNA ADIAUUALALLNUINIUNITATIVSUTLUUAISAULNALANNTD

S o
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¢ Jayadmiun1magau (Test Data)

1. mstesiudeyadmiunisnaaau (Protection of Test Data)

1.1
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11.  NISUSHIIANISAUFUNUS NUNUI891UN18UBn (Supplier Relationships)
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Wedavidaimunsiie wavnseunisufuinuremihsnuneuentunisiiuinimsenisly

Usnsauumatuladansaumeliiuseansnniianuiunslasnns wazlasunauselo vl
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®  AMUNUAIUADANYETAUNANUAMUANNUSAUKNUI89IUA8UBN (Information Security in

Supplier Relationships)

[ § v

1. ulgu1emuluAsUasn 8@ NSEUNAATUANNAUNUS AUNUIBIUN8UBN (Information

Security Policy for Supplier Relationships)

1.1

1.2

LRUNNALULAT A1SAUNA ABININUAULEUIAIUAINUL UAIUABAN UEITAULNATN
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2. msszymuiunsUaeadeludeannasnisiiuinisvesy liuinisateuen (Addressing

Security within Supplier Agreements)

2.1 wwunmaluladansawmnea desmvalriimsivuadennasiedivanuiunsUaonsie
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3. NISUTMISTANITWAENNTE 08156 8K TUT19Y 90 InY1891UN18UBN (Information and

Communication Technology Supply Chain)

3.1 wwunmaluladansaume desaiuauliin1smMuunteannaiuagAI s ulnvouil
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® MsuTMTIANIINISIAUINISIAluIn1sAteuen (Supplier Service Delivery Management)

1. NISAAAILLAZNUNIUNITEIRUS NITU9IUUI89IUNBUDN (Monitoring and Review of

Supplier Services)

1.1 guaszuy wasniignuilasvtesunangliussaiuanudundisnuaisuen des
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2. ANTUTMITTAN1TA9UA sULUaIUT N15999U U89 UN18UBN (Managing Changes to

Supplier Services)

a Y a = d' & aa a wva
2.1 ﬂﬁmmﬁﬂﬂUﬁﬂqﬁﬂqﬂu@ﬂNﬂqiLﬂaEJ‘ULL‘UaQﬂiz‘U'JUﬂ']i VUNBU Dﬁmiﬂg‘umm n19

SnwanuiuasUasndelunisuifan gauassuy wasmbenuilasuneunungli

Ylgu1en1ssnwauiuaslasnssueassuumalulagansaund W 43



USTAIUIUNU NU89IUNEUBN ABIanLaN1SUSEIUAIMULER9INNNSAsULUAY
Aanand lagdeenenuliiguimsiaziineadessunsiu saudslvinvuanssuiung

USUFIANITANULALININAI L FDNAA DN LAY

12, D13UINI39ANISINAUATDIAIUAINNT UAIUABANBEITAUNA (Information Security

Incident Management)
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¢ NUTMTIANTMATATRIAIUANNIUAIUARASBETEUWA (Management of Information

Security Incidents and Improvements)
1. wihienusuiinveukastunouluR (Responsibilities and Procedures)
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2. MIsenumanIsaliuautiuatasnsds (Reporting Information Security Events)
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3. m'ﬁi’lENmﬁ;ﬂdauéﬁummﬁumﬂaamﬁﬂ (Reporting Information Security Weaknesses)
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3.2 dlnukarndlsnungueninumgaziinauiuasUasndvasaumavsoyneeu
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4. nsuUseiiukazdndulaseaniunisalianusiunilasndvasauna (Assessment of and

Decision on Information Security Events)
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5. AsnavauaiomadatesnuauiunIlaenda1saume (Response to Information

Security Incidents)
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6. mMsispusIINwndadesruautunsUaenadeatsaumna (Leamning from Information
Security Incidents)
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7. MsNUTIUTIINANg Y (Collection of Evidence)
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13, arnuduaslaesadediniunisuinsinnisalnuaaiiaddunisaiiugsna (Information

Security Aspects of Business Continuity Management)
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AMNBLlasRIuAUIUAIUaBRnBEsaUNA (Information Security Continuity)

1. A1979uRUAIUA Bl 09n 1uAuT UAsUaenA Ba@15@uIne (Planning Information

Security Continuity)
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2. A15A319NTEUIUNNTANABLT BR AN UAIUaRAA B TaUWA (Implementing

Information Security Continuity)
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3. NNASIEBU NMINUMU Lazn1sUsziluanuselilasnuauiuaslaenfuasauIne

(Verify, Review and Evaluate Information Security Continuity)
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® n1sIaliligunsalnzasruvaIsaumAdIsas (Redundancies)

1 aniwaunseuldvesgunsalUssutanaansauine (Availability of Information

Processing Facilities)

1.1 paAnsiesmuAuliiin1sUsziduaudaen1saun1ssnwannnseulyday

(Availability) vessyuvansaumeaniiaudAayas
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14.  msufianungsulsuuasdatisdu (Compliance)
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e n1sUjudAnrunguune ngsdeu uazdadsAuniieadas (Compliance with Legal and

Contractual Requirements)

1. nsssunguuiekazdeninualudyay199 (dentification of Applicable Legislation and

Contractual Requirements)
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2. mstesiuansuazninddunesle (ntellectual Property Rights)
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2.3

2.4
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3. nstesiudeyavedsddns (Protection of Records)

3.1
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4. anududqudauaznisdesiudeyadiuymna (Privacy and Protection of Personal

Identifiable Information)

4.1

2 [

peAnIR oAb nsA ATy aduyAnalasliaenadasiung vy Usene

wannaansguIalauseneld saufstetsdusneg Mlinadsduldivesdns

Ylgu1en1ssnwauiuaslasnssueassuumalulagansaund W 48
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5. suigutetedudmsuinnsnisiiisiiaduteya (Regulation of Cryptographic Controls)
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®  MINUMUANUNUAIUABAABVDITTUUATSAUWA (Information Security Reviews)

1. N199539UsBId usEUUaTAUNAINY A5I9dBUSase (Independent Review of Information

Security)
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2. mMsuuRauulguisuazinsgIuaulaeadvaisaune (Compliance with Security

Policies and Standards)
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3. AINUMUAINEDARAARININIMATIA (Technical Compliance Review)
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